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Introduction
There has been an explosion of new ways to share
files that take businesses way beyond email and
up into the cloud. Innovators; Entrepreneurs;
Startups; Software giants - everyone has a new
file sharing solution. Large file transfer, secure file
transfer, enterprise file sync and share, extranets,
Document Management System (DMS) extensions
and collaboration platforms…the list goes on.
However, not all solutions are created equal and
next to none are designed for organizations that
need to work through a series of structured
versions; managing controlled change with their
clients to craft perfect documentation. And, when
so many providers use the same key words to
describe their selling points, it can be hugely
difficult to understand the differentiators and
which solution is right for a business.

As a result of the need to share information,
firms and the individuals in them are
increasingly selecting numerous different
solutions to complete sharing-related tasks.
Users in particular are becoming more involved
in selecting their preferred platforms
autonomously to solve file sharing problems or
resolve productivity issues. This isn’t necessarily
good news for IT professionals trying to control
their infrastructure, data security and budget.

Clients are asking (sometimes insisting) that
firms use their sharing software and it’s hard to
say no. Professional services organizations need
to continually improve the client experience,
and working across multiple platforms to share
information often won’t deliver that. In fact, it
can lead to greater complexity and potential
mishaps in terms of both security breaches and
inefficiency caused by working on the wrong
version of a file.

Within law firms, requests for new applications
often come directly from the Lawyers.
According to the ILTA/InsideLegal Purchasing
Survey 2015 “80% of all technology purchase
requests come from attorneys in the firm.” If
not from the lawyers, then requests will come
from their clients.

The bottom line is, IT business leaders are now
having to manage, maintain and control a
myriad of sharing solutions, while delicately
balancing the enablement of productivity, client
satisfaction and the need for security.

[1]

This is no mean feat.

In this paper, we’ll discuss:
The demand to share | Tightening security | Detecting sensitive file content | File sharing weaknesses | Bridging the gap in defenses to integrate file sharing

[1]

http://insidelegal.typepad.com/files/2015/08/2015_ILTA_InsideLegal_Technology_Purchasing_Survey.pdf
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The ever-increasing demand to share
As little as 15 years ago, there was only really one
way to share files electronically and that was
email. Right now, when searching “file sharing” on
App Annie (which produces market reports on
applications) over 600 applications appear. That’s
600 ways to share data electronically.
New solutions started to arrive on the desktop
when the volume and frequency of file exchange
took off. Multimedia and more “exotic” file types
meant larger file sizes, which were simply too big
to send over email. Equally, the issue of whether
the information was too confidential to share on
email arose. In response to this, there was a rapid
development of secure, large file transfer
platforms, some accessible from a website, others
offering bolt-on solutions to email.
With the change in market conditions, more
demand for mobility and flexibility, sharing
exploded. Businesses, employees and their clients
now automatically look to technology to give
them freedom and make them more efficient.

[2]

Much of the fuel for this change has been the
exciting marketing assaults launched by giants,
such as Microsoft™, Google™ and Apple™. They
have driven requests in the workplace for more
nimble; always-accessible information, mirroring
the on-demand nature of sharing people had
begun to enjoy in their personal lives.
However, users - personal or professional haven’t always shared concerns over the need
for caution when sharing, especially in a
professional context when client or company
data has to be protected.
Organization-wide security is as crucial as
productivity, but users don’t always respond to
this with the same vim. When
legaltechnology.com conducted a survey in
2014, in response to an open ended question,
“4% of law firms reported they [took] no
measures at all to protect privileged
communications via email” , let alone any other
platform.

http://www.legaltechnology.com/latest-news/law-firm-file-sharing-theres-a-disconnect-jim-and-i-dont-like-the-look-of-it/

[2]

With an explosion of tools appearing on the
market and the increase in demand for flexibility
from tech savvy users, companies are faced
with an avalanche of tools – some sanctioned,
some not – flooding the desktop and potentially
compromising the enterprise infrastructure.

“4% of law firms reported they
[took] no measures at all to
protect privileged
communications via email”
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Who’s Thinking About Security?
While users may not always have security and
data protection front-of-mind, you can be sure IT
leaders will. In an age of connectedness, the risk
to businesses ranging from fraud to industrial
espionage are huge. Often the biggest threat
comes from users themselves, either inadvertently
or maliciously sharing confidential information.
We are now seeing a response to this on a
national and international scale. The European
Union, for example, has responded to personal
data protection issues in the form of the GDPR,
which replaces woefully outdated law unchanged
since 1995.
These changes in legislation will necessarily alter
the way businesses share and manage data. Firms
will have no choice but to find ways of detecting
whether sensitive content is being shared, as they
will have a duty to report back on it.

[3]

Recent reports suggest that more than 16% of
all files shared in the cloud contain highly
sensitive data, which is a major risk for firms. It
will soon be imperative to record a “sharing
event” and crucially to understand and detect
risks associated with the content that’s part of
that event. Given most firms are currently
unable to reliably detect if sensitive content is
being uploaded to 3rd party sites, this gaping
hole needs to be bridged.
[3]

Clients also wrestling with their own issues of
security and control, are increasingly requesting
firms use their exchange solutions to manage
the issue. This can lead IT teams in business
services organizations to create firewall
exemptions for specific sites to accommodate
requests. This opens up further security holes in
the network that go beyond the scope of the
firms own security system to manage.

http://info.skyhighnetworks.com/rs/274-AUP-214/images/WP_Skyhigh_Cloud_Adoption_Risk_Report_Q4_2015.pdf

With new regulation and clients seeking to
verify suppliers can comply with tightening
security rules, more pressure is being heaped on
IT to offer secure sharing and prove they have
data under control.
Firms will have to demonstrate that sensitive
information can be exchanged, stored, edited
and revised securely, in compliance with
legislation and managed by authorized
personnel – nothing else will do.

The Cloud Alliance has
indicated nearly 16% of all
files shared in the cloud
contain sensitive data, which
is a major risk for many firms.

WORKSHARE WHITE PAPER | THE FILE SHARING SURVIVAL GUIDE

Detecting sensitive file content
Some firms have flirted with using keyword
detection systems to identify personal content in
emails, such as bank account and credit card
information, in an attempt to manage it. However,
for professional services firms that deal in
confidential information all day, these solutions –
ironically – aren’t sensitive enough, they simply
add overheads and frustrate users.
Many firms choose to eliminate the risk of
metadata being shared over email by removing
sensitive properties from file attachments prior to
them being sent. This isn’t limited to things like
editing time, authorship, stored locations and
comments, all of which are embarrassing if
inadvertently shared. They also extend to the
more sinister risk of embedded data objects, for
example data files behind an image. These objects
can hold client information, which would result in
a data breach, either accidental or malicious. This
is no longer just embarrassing, it can lead to
financial loss and reputational damage.

While cleaning email attachments of sensitive
metadata is a good place to start, it doesn’t help
if the file is being uploaded to a sharing system.
This is equivalent to putting security all over the
main entrance of a building and then leaving the
fire exits open. Sensitive data will still be leaking
out of the business, but it won’t be detected.
The question then arises, what can be done to
protect confidential information and an
enterprise infrastructure, while supporting file
sharing?

WORKSHARE WHITE PAPER | THE FILE SHARING SURVIVAL GUIDE

File sharing weaknesses (It’s not just about security)
As well as the security issues that file sharing
(sanctioned or otherwise) brings, most solutions
will have a weakness when it comes to helping
users control the actual development of their files.
Very few are designed for organizations that need
to carry out structured versioning of documents
to control changes in new iterations.
For professional services businesses, including law
firms, clear lines of distinction need to be drawn
between each version of a file. To make version
control as smooth and painless as possible for
clients, differentiating between drafts is essential,
it delivers better end results and saves precious
time.
With rounds of reviews, edits and re-drafts, it’s
inevitable multiple versions of a file appear.

[4] What do you want from your technology investment - 2015 Change Harbour law firm leader survey

The challenge is that most sharing solutions,
including email, lack the features necessary to
track all the versions that have been shared.
They aren’t able to discern which is an interim
edit; which is a new version with unseen
content; or who still needs to provide feedback.
In efforts to always deliver the best client
experience, this weakness in most file sharing
solutions fuels frustration.
The lack of clarity over which version of a file is
being shared can create chaos and a huge
amount of wasted time and effort for all parties
concerned. They have to hunt for the most
recent version: the one in the email thread; the
one in the cloud; the one saved to their desktop;
the one saved to the DMS.

Sharing without control over versioning gets
confusing fast and users end up looking for yet
another alternative or being unproductive.
According to Change Harbour, leaders in law
firms want their investment in technology to
“help [their] lawyers execute work more
efficiently” , which raises the stakes for sharing
solutions to deliver that.
[4]

According to Change Harbour,
leaders in law firm want their
investment in technology to
“help lawyers execute work
more efficiently.”
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Summary
The answer?
IT leaders should help source a single solution that
integrates with the desktop and has all the
technology to handle efficient, yet secure file
sharing.
1.

2.

Solutions designed specifically for professional
services businesses give users and their clients
the ability to compare and update drafts easily –
whether in the office or when mobile. Users can
always track and access the latest version,
helping them move to final draft efficiently.

Efficiency means delivering everything a
professional services firm needs to draft,
review and compare files until they are
perfect.

Sharing solutions with the most sophisticated
security technology use metadata engines to
scan for sensitive content and file ownership,
removing it before transfer.

Security means the ability to detect sensitive
data before the point of sharing and protect
firms against a data breach or loss event.

The solution should also integrate with the
existing security infrastructure it’s being
deployed into.

By selecting a single solution with the
capabilities of built-in secure file transfer and
large file transfer, IT teams are able to
consolidate the number of platforms they need
to support, while empowering users to be
nimble and productive in a way they now
expect.
Finally, IT leaders should select a partner with
extensive experience of running applications on
enterprise desktops. This gives a robust
accessible platform, which is completely
embedded to fit the enterprise infrastructure of
the business and the clients it serves.

WORKSHARE HELPS IT LEADERS CONSOLIDATE FILE SHARING WHILE ENSURING SECURITY AND PRODUCTIVITY ARE MAINTAINED.
TO TALK TO US ABOUT A SOLUTION FOR YOUR BUSINESS, PLEASE EMAIL sales@workshare.com OR CALL +44 (0)20 7426 0000.

ABOUT WORKSHARE
Workshare is the fast, smart and secure way to get from document draft to final version. It’s easy to confidentially share,
review and compare files from anywhere, no matter how complex the content. More than two million professionals in 70
countries use Workshare on their desktop, mobile or tablet.

FILE SHARING & DMS MOBILITY
Sync documents to mobile devices from a Document Management System. Share information with a partner or send a
document securely to a client or third party. Workshare integrates fully with iManage, SharePoint, OpenText and other
leading DMSs.

FILE & METADATA SECURITY
Clean sensitive and hidden data, without interrupting work flow. Having to choose tools and make security decisions wastes
time when sending files securely. Regardless of how files are shared, Workshare automatically scans and cleans documents
before transfer.

SECURE FILE TRANSFER
Send files that are too large for email systems or too sensitive for your business. Workshare’s Secure File Transfer intelligently
applies security policies to any sensitive attachments and enables sharing of larger files directly from Outlook™.

CLIENT EXTRANET
Share and work on content with clients and partners outside your organization in a secure online workspace. Structured,
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